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Overview The Information Technology Security Fundamentals test measures a candidate’s knowledge of basic
information security concepts, skills, and best practices. This test is designed for system administrators
and foundation-level security jprofessionals|
Job Family/Title System Administrators, IT Security Professionals

Details Average Testing Time (minutes) 26 minutes
Allowed Time (minutes) 90 minutes
Maximum Number of Questions 30 questions
Number of Sittings One
Designed for Unproctored Environment Yes
Question Format Multiple Choice - Adaptive
Product Category Information Technology

gEi(ljlvs\l,l eAdbgl |ei£ieS Measures the knowledge of the following areas of IT security:

and . e Application Security

,\C/I%g]spuer?gmes e Architecture Security

Common Security Services
Data Security
Infrastructure Security
Network Security
Operating System Security

Threats and Countermeasures
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Example
Questions

ion Time Remaining: Oh : 2m
You want to hide the true IP addresses of internal machines on your network from outsiders but still allow Internet access.

Based on the scenario above, which technology do you implement to meet this requirement?

Example Test! Information T echnology Security Fundamentals
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Plewse contact your 8ceount rgreRMABS.
Reports -~
Fiiancy Lavel: Praficient (2.5 - 1.50)
Tha Candidate has mastarad the basic concapts of Information Tachnalogy Sacustty Fundamantals, indudings
* Oparating System Securty
Threats and Countermessures
* Natwark Sacurity

The candidate demanstrates 3 daar undarstanding of intarmediate Information Tachnelogy Sacurity Fundamentals concapts, such as.
» infrastructure Sacurity
» Application Security
* Architacture Securry

The candidate may have some knowiedge of mors advanced Information Technslagy Sseurity Fundsmantals concepts such s

* Data Security
* Common Sacurity Sarvices

At the Profisient Leval, the candidate will be capable of narking on mest projects invelving Information Technolagy Security Fundamentals with minimal assistance. However, the candidate wil probably raguire mors.
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Detail item Results
Order Question Topic Descy

ription Skill Level Time Taken (Seconds) lsCorrect A B €  Theta  lafo  Stand Error|
1 INFO_TECH_SEC_FUND_R1 B8 3203 Thraats and Countermeazures Malsare/High Availability sazc 9 ez
2 INFQ_TECH_SEC_FUND_R: B8 3108 Data Secusity Data Laakag Advancad 214 o
3 INFO_TECH_SEC_FUND_R1_B8 5196 Oparating System Sacurdy  Windows Basic 252 Yo
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